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Overview of WP3 & 14
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WP 3 & 14 Objectives
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1
Ensure that the iMARS developments are in line with and meet EU legal, ethical, privacy and data 

protection requirements and used in accordance with societal expectations.

2
Analyse iMARS tools for interoperability of EU large scale systems. 

3
Develop guidelines and best practices for detection of manipulation attacks including border control 

context.

4
Ensure compliance with the relevant ‘ethics requirements’

5
Analyse the potential ethical implications of iMARS technologies by independent Ethics Advisors
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WP 3 & 14 Deliverables
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• D3.1 Legal, ethical and societal requirements (KUL, M13)

• D3.2 Societal acceptability report (IBS, M18)

• D3.3 Guidelines and Best Practices (KUL, M36)

• D3.4 Technology assessment: ethical, legal and societal 
aspects(KUL, M48)

WP 3 Deliverables

• D14.5 First Ethical Assessment (M13)

• D14.6 Second Ethical Assessment (M36)

WP 14 Deliverables (specific)
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D3.1- Legal, ethical and societal requirements
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Requirements

Explainability
Non-

discrimination
Data 

Protection
Interoperability

ID issuance Border control Forensic

→ Wide range of legal instruments: International, 

Supranational, National Legal instruments should be 

considered for each specific case.  

1. Research/Development Phase: 

• GDPR  and  specific MS law on biometric data and research [see 

Art 9(4) GDPR Art 89 GDPR]

2. Deployment/Operational Phase: 

• “Smart Borders” EES Regulation and Schengen Border Code,

• Interoperability Regulation 2019/817 and 2019/818,

• GDPR, EUGDPR and Law Enforcement Directive 2016/680

• AI Act (Proposal)

→ Demographic Representation and Gender Balance 

should be prioritized during and after development phase of 

iMARS tools.
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AI Act (Proposal) & iMARS Tools 1/2

→ Exclusion of  AI components of Large Scale 

IT systems from the scope of AI Act : SIS, VIS, 

Eurodac, EES, ETIAS.

→ See also Annex 3 of the Proposed AI Act
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? Automated identity verification tools, and document authentication?
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AI Act (Proposal) & iMARS Tools 2/2
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→ Requirements for High risk AI systems in the 

context of Migration, Asylum and Border Control 

Management

• Use high-quality training, validation and testing 

data (relevant, representative etc.)

• Ensure appropriate degree of transparency and 

provide users with information (on how to use the 

system)

• Establish and implement Risk Management 

processes

• Ensure Human oversight

• Ensure robustness, accuracy and cybersecurity

→The verification of travel documents and 

supporting documents.[Removed from the Annex 3 

in the Council’s version- late 2022.]

Migration, Asylum and Border Control Management



The iMARS project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 883356

D14.5 First Ethical Analysis
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First ethical analysis of iMARS technologies 

conducted by Pr. Elin Palm in M13. 

→ Demographic Representation and Gender 

Balance should be prioritized during and after 

development phase of iMARS tools

→ KUL made a change to the consent form to 

highlight which ethical principles iMARS will 

follow. 

S-MAD and D-MAD 
may involve 

different degrees of 
risk

The use of 
Synthetic data 

and/or Personal 
data

The need for bias 
mitigation measures 

and respecting 
Human dignitiy

Oversight and 
redress 

mechanisms

Ethical consent vs 
data protection 

consent
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D3.2 Social Acceptability Report

→ A demographically representative sample of 3000 fully 

completed questionnaires was collected from DE, ES, FR, IT, 

UK, US in March-April 2022

• 80%+ of respondents believe, nonetheless, that the 

government issued identity documents are secure

• In sum, sufficient public support to the technologies 

that will have been developed in iMARS, but the 

purpose and intended use of any personal information is 

to be explained carefully to citizens.

→ A blogpost published on the iMARS website, available at: 

https://imars-project.eu/news/social-acceptance-as-a-driver/
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https://imars-project.eu/news/social-acceptance-as-a-driver/
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Next?
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What are the existing best practices for the further 

development and operational phase of the iMars tools? 

→Continue to research and develop the Best Practices/ Guidelines for 

Manipulation Attack Detection(MAD) Solutions which respect fundamental 

rights in particular right to privacy and data protection.(M36) 

For example: 

- “four eyes” principle ( in particular for border management and law 

enforcement use case)

- Tailored fundamental rights impact assessment of the particular use case.

- Training of the agents ( i.e. in particular against the automation bias)
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Next?

11

Additionally..

→Research activities under the iMars Project must be carried out in compliance 

with GDPR obligations and ethical principles.

→Conduct a literature review for impact assessments and develop iMARS-

tailored impact assessment.(M48)

→Developing 2nd Ethics Report on iMARS tools by Independent Ethics Advisor 

(M36)



WORKSHOP
iMARS

This project has received funding from the European Union’s Horizon 2020 

research and innovation programme under grant agreement No 883356.

Feel free to use the public chat area or

raise you hand to ask your questions

to the speaker.
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